ETHICAL HACKING: TYPES OF ETHICAL HACKERS
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Abstract: an ethical hacker is a computer and network expert who attacks a security system on behalf of its owners, seeking vulnerabilities that a malicious hacker could exploit. Explosive growth of the Internet has brought many good things: electronic commerce, easy access to vast stores of reference material, collaborative computing, e-mail, and new avenues for advertising and information distribution, to name a few. As with most technological advances, there is also a dark side: criminal hackers. Governments, companies, and private citizens around the world are anxious to be a part of this revolution, but they are afraid that some hacker will break into their Web server and replace their logo with pornography, read their e-mail, steal their credit card number from an on-line shopping site, or implant software that will secretly transmit their organization's secrets to the open Internet. This paper explores the ethics behind ethical hacking and whether there are problems that lie with this new field of work. 
I. INTRODUCTION 
More and more organisations are being targeted in cyberattacks, and they must get to know their enemy if they are to protect vital networks. Meet the professional, ethical hacker. 
Nasty, evil, devious, manipulative: adjectives commonly planted in front of the term 'hacker'. But stick the word 'ethical' in front of it, and you may just have struck on a useful concept. Of course, 'ethical hacker' sounds like an oxymoron: how can such a disruptive, destructive coder ever lay claim to a code of ethics?
 With the rise of cyber-crime, ethical hacking has become a powerful strategy in the fight against online threats. In general terms, ethical hackers are authorised to break into supposedly 'secure' computer systems without malicious intent, but with the aim of discovering vulnerabilities in order to bring about improved protection. Sometimes the local IT managers or security officers in an organisation will be informed that such an attack – usually called a 'penetration test' – is to take place, and may even be looking over the hacker's shoulder; but often they are not, and knowledge of an attack is confined to very senior personnel, sometimes even just two or three board members. Some ethical hackers work for consultants; others are salaried staffers, who conduct a scheduled programme of hacks on a regular basis. 
A number of specialism‟s exist within the general discipline of ethical hacking; for this reason it is impossible to group all 'hackers' into a comprehensive category. An ethical hacker, also referred to as a 'white-hat' hacker or 'sneaker', is someone who hacks with no malicious intent and is assisting companies to help secure their systems. However, a 'black-hat' hacker is the opposite and will use his or her skills to commit cybercrimes, typically to make a profit. In between are hackers known as 'grey-hat' hackers, who will search for vulnerable systems and inform the company but will hack without permission? 
With the growth of the Internet, computer security has become a major concern for businesses and governments. They want to be able to take advantage of the Internet for electronic commerce, advertising, information distribution and access, and other pursuits, but they are worried about the possibility of being hacked. At the same time, the potential customers of these services are worried about main-taining control of personal information that varies from credit card numbers to social security numbers and home addresses.
 II. HACKER HISTORY 
In 1974, the Multics (Multiplexed Information and Computing service) operating systems were then renowned as the most secure OS available. The United States Air Force organised an 'ethical' vulnerability analysis to test the Multics OS and found that, though the systems were better than other conventional ones, they still had vulnerabilities in hardware and software security. 
As companies begin to employ ethical hackers, the need for IT specialists with accredited skills is growing, but ethical hackers require support too. Shortly after the 11 September 2001 terrorist attacks on the World Trade Center, Jay Bavisi and Haja Mohideen co-founded the International Council of Electronic Commerce Consultants (EC-Council), a professional body that aims to assist individuals in gaining information security and e-business skills.

Government institutions have recognised the benefits in using ethical hackers; the problem is where to find them. In 2011, UK intelligence agency GCHQ launched 'Can You Crack It?', an online code-breaking challenge in the aim to recruit 'self-taught' hackers to become the next generation of cyber security specialists. Early in 2012 GCHQ also unveiled a cyber-incident response (CIR) pilot scheme. This initiative launched by the agency's Communications-Electronics Security Group (CESG) and the Centre for Protection of National Infrastructure (CPNI), will provide a range of support from tactical, technical mitigation advice to guidance on the use of counter-measures to improve the quality of security within the public sector and critical national infrastructure organisations. 
At present, data-intelligence provider BAE Systems Detica and security providers Cassidian, Context IS, and Mandiant have been selected by CESG and CPNI to work in partnership to provide support. A GCHQ spokesperson revealed both GCHQ and CPNI have not incurred any additional costs in establishing the scheme, but in line with other certification schemes they will charge an annual certification fee when the CIR scheme is launched in 2013. 
"We certify 'ethical hacking' companies ourselves to undertake penetration testing of government IT systems, and work with industry schemes CREST and TIGER in setting the right standards for these companies to work to," adds a GCHQ spokesperson. 
How ethical is 'ethical'?
 Even though more enterprises are actively recruiting ethical hackers, for some there remains a hesitation when it comes from letting a licensed attacker loose on corporate information systems. According to the report 'When is a Hacker an "Ethical Hacker" – He's NOT' by AlienVault's research engineer Conrad Constantine, an 'ethical' hacker simply does not exist, and it is the contradictory job title that is the problem.
 "The term 'ethical' is unnecessary – it is not logical to refer to a hacker as an 'ethical hacker' because they have moved over from the 'dark side' into 'the light'," Constantine argues. "The reason companies want to employ a hacker is not because they know the 'rules' to hacking, but because of the very fact that they do not play by the rules." Constantine adds: "Some hackers would argue that they're not criminals, but activists. Others would say that they're just rebellious in the way they think about technology and have a duty to highlight an organisation's poor security. My personal view is that we need people who are willing to stand up and challenge authority – in so doing, does that then make them ethical? I don't see why it should, it is still hacking – end of argument." Supporting this, Faronics project management vice president Dmitry Shesterin asks: "Have you ever heard of an ethical hacker that has started off as an ethical hacker? I have not." "Experts do not typically adhere to textbook coding practices, and can uncover problems, vulnerabilities, or business practices of varying shades of 'ethical' – something they were not supposed to uncover," adds Shesterin. "So the concern often remains, how ethical is an ethical hacker?"
 III. TEN TYPES OF CYBER HACKER
 
The basic definition for a hacker is someone who breaks into computer networks or personal computer systems either for a challenge or to gain profit. 
These days the computer news media uses the terms hacker and cybercriminal more or less interchangeably. That can be misleading. While their meanings overlap, they are not exactly the same thing in all contexts. 
A cybercriminal is just what the name implies, a person who uses computer technology to commit a crime for which that person can be prosecuted. The crime usually involves illegally gaining access to one or more computer systems to steal information, take them offline or both, either for malicious purposes or financial gain. Breaking into computer systems involves hacking, so a cybercriminal can be considered a type of hacker.But there are hackers who do this sort of thing legally, so you can‟t always associate a hacker or hacking with criminal activity. 
White-hat
 A 'white-hat' hacker, also referred to as an ethical hacker, is someone who has non-malicious intent whenever breaking into security systems. The majority of white-hat hackers are security experts, and will often work with a company to legally detect and improve security weaknesses.
 A white hat hacker is a computer security specialist who breaks into protected systems and networks to test and asses their security. White hat hackers use their skills to improve security by exposing vulnerabilities before malicious hackers (known as black hat hackers) can detect and exploit them. Although the methods used are similar, if not identical, to those employed by malicious hackers, white hat hackers have permission to employ them against the organization that has hired them. 
Black-hat 
A 'black-hat' hacker, also known as a 'cracker', is someone who hacks with malicious intent and without authorisation. Typically the hacker wants to prove his or her hacking abilities and will commit a range of cybercrimes, such as identity theft, credit card fraud and piracy.A black hat hacker is an individual with extensive computer knowledge whose purpose is to breach or bypass internet security. 
Black hat hackers are also known as crackers or dark-side hackers. The general view is that, while hackers build things, crackers break things. They are computer security hackers that break into computers and networks or also create computer viruses. The term “black hat” comes from old westerns where the bad guys usually wore black hats and the good guys wore white ones. White hat hackers also identify security weaknesses; but, instead of performing malicious attacks and theft, they expose the security flaw in such a way as to alert the owner that there is a breach so they can fix it before a black hat hacker can take advantage of it. Though they often start out as black hat hackers, white hat hackers sometimes are paid consultants or actual employees of a company that needs its systems protected.
 Grey-hat 
Like the colour suggests a 'grey-hat' hacker is somewhere between white-hat and black-hat hackers, as he or she exhibits traits from both. For instance, a grey-hat hacker will roam the Internet in search of vulnerable systems; like the white-hat hacker, the targeted company will be informed of any weaknesses and will repair it, but like the black-hat hacker the grey-hat hacker is hacking without permission. 
Gray hat describes a cracker (or, if you prefer, hacker) who exploits a security weakness in a computer system or product in order to bring the weakness to the attention of the owners.To a certain extent, hacktivists blur the distinction between white hat and black hat hackers. They often get involved in illegal activities but, as we‟ve seen with Anonymous, for causes that can in some cases can be considered just. I would put hacktivists in another category of hacker known as grey hat.
 Blue Hat 
External computer security consulting firms are employed to bug-test a system prior to its launch, looking for weak links which can then be closed. Blue Hat is also associated with an annual security conference held by Microsoft where Microsoft engineers and hackers can openly communicate. 
A blue hat hacker is someone outside computer security consulting firms who bug tests a system prior to its launch, looking for exploits so they can be closed. Blue Hat Hacker also refers to the security professional invited by Microsoft to find vulnerabilities in Windows. The term has also been associated with th annual security conference by Microsoft, the unofficial name coming from the blue color associated with Microsoft employee badges. 
Elite hacker 
These types of hackers have a reputation for being the 'best in the business' and are considered as the innovators and experts. Elite hackers used an invented language called 'Leetspeak' to conceal their sites from search engines. The language meant some letters in a word were replaced by a numerical likeness or other letters that sounded similar.      
Hacker is a term commonly used to refer to an individual who secretly gains access into systems and networks for the purpose of earning money. Some, however, practice the creative art of hacking for the reason that they get a certain level of enthusiasm from the test that they are being put into. During the early years, hackers were considered to be as computer underground. The culture only progressed through time and is now regarded as an open community. 
Hacktivist 
Someone who hacks into a computer network, for a politically or socially motivated purpose. The controversial word can be constructed as cyber terrorism as this type of hacking can lead to non-violent to violent activities. The word was first coined in 1996 by the Cult of the Dead Cow organisation.
 During the last several years a new class of hacker has emerged, the so-called hacktivist, who engages in hacking of computer networks and systems as a form of protest. You‟ve probably heard about the group known as Anonymous, a collective of clandestine – and yes, anonymous – hackers who have taken down and infiltrated computer systems belonging to companies and governments with whom they have political disagreements. 
Hacktivism does not fit neatly into either white hat or black hat categories. Unlike either their white hat or black hat counterparts, hacktivists are motivated by politics not profit. They find themselves at ideological odds with many organizations and feel justified in their computer attacks against them. 
Amateur hac 
Amateur hacker who follows directions and uses scripts and shell codes from other hackers and uses them without fully understanding each step performed. The insecure nature of wireless security has been highlighted by a global demonstration illustrating the ease with which such networks can be accessed. 
Amateur wireless LAN sniffers detected hundreds and potentially thousands of insecure business and home industrystandard wireless LANs in North America and Europe during the past week, in an electronic scavenger hunt dubbed the "Worldwide Wardrive".Security analysts and wireless LAN industry executives said the results of the week-long Worldwide Wardrive indicate that many wireless LAN users still fail to use the most elementary form of security to protect their systems. Spy hackers 
Corporations hire hackers to infiltrate the competition and steal trade secrets. They may hack in from the outside or gain employment in order to act as a mole. Spy hackers may use similar tactics as hacktivists, but their only agenda is to serve their client's goals and get paid.Online shopping, online banking and general storage of personal information on personal computers have made consumers more vulnerable to identity theft than ever before. You now have to worry about hackers, spyware, and Trojan horse programs. With the right software, hackers can crack your login information including usernames and passwords. With this information, they can access your bank accounts, credit card accounts and other types of accounts. Spyware and Trojan horse programs can be even more dangerous. They are both forms of malicious software also called malware
. Spyware is software that is installed on your computer either directly or inadvertently. It runs in the background of your computer and secretly monitors different programs. It can be used to monitor your keystrokes, for example, and steal your login information to different sites. It can also monitor your Internet activity--which pages you visit, what things you buy, etc. Some parents use spyware to monitor their child's computer usage. It is more deviously and illegally used by con artists looking to steal identities.

Cyber terrorists 
These hackers, generally motivated by religious or political beliefs, attempt to create fear and chaos by disrupting critical infrastructures. Cyber terrorists are by far the most dangerous, with a wide range of skills and goals. Cyber Terrorists' ultimate motivation is to spread fear, terror and commit murder. According to the U.S. Federal Bureau of Investigation, cyberterrorism is any "premeditated, politically motivated attack against information, computer systems, computer programs, and data which results in violence against noncombatant targets by sub-national groups or clandestine agents. 
Mobile hackers
 These days individuals store everything on their mobile phones, from personal information such as contact numbers and addresses to credit card details. For these reasons mobile phones are increasingly becoming attractive to hackers-onthe-hoof, either by hacking faulty mobile chips or point-topoint wireless networks, such as Bluetooth. Mobile hacking is the remote, unauthorized access and manipulation of another person's mobile phone. This type of unethical mobile hacking is typically accomplished through the exploitation of defects or glitches in mobile chips or wireless devices such as Bluetooth. For the most part, mobile hacking is used to make phone calls for free or to gather personal information such as addresses and phone numbers.  

IV.CONCLUSION
 From a practical standpoint the security problem will remain as long as manufacturers remain com-mitted to current system architectures, produced without a requirement for security. As long as there is support for ad hoc and security pack-ages for these inadequate designs and as long as the illusory results of penetration teams are accepted as demonstrations of a computer system security, proper security will not be a reality. Regular auditing, vigilant intrusion detection, good system administration practice, and computer security awareness are all essential parts of an organization‟s security efforts. A single failure in any of these areas could very well expose an organization to cyber-vandalism, embarrassment, loss of revenue or mind share, or worse. Any new technology has its benefits and its risks. While ethical hackers can help clients better understand their security needs, it is up to the clients to keep their guards in place. 
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